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By the end of 2019, 30% of enterprises will have deployed SD-WAN technology in their br

anches, up from less than 1% today

[ A~A] JFEL 0= 2016 — Enterprise Networks and Network Services, Dec 2015

SD-WAN Technology and Services Market Poised to Reach $6 billion by 20
20

[ AA1TIDC ZIAE - Strong Growth for Software—Defined WAN As Enterprises Seek to
Optimize Their Cloud Strategies, March 2016
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SD-WAN Configuration 4= (for Multi-Routers)
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system

host-name {{Hostname}}
system-ip {{System-1IP}}
site-id

organization-name LGCNS
clock timezone Asia/Seoul
vbond vb.cdntest.lg.co.kr
aaa
auth-order local radius tacacs
usergroup basic
task system read write
1
vpn @
name WAN-VPN
dns 165.243.5.15 secondary
dns 165.243.17.15 primary
interface geo/1
description
ip address|{{WAN-Interface_GEel}}
|
no shutdoun
I
no shutdown

|
ip route 0.0.0.0/0 |{{Default-GW-1}}
ip route 0.2.0.2/0 |{{Default-G-2}}

Integfface”

Device-Specific-Value
= X2l
Si-te| HEsles
CHErel ClajolAof
Configuration 7t=
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CSV It A2 E to Controller (CIHIOIA S A A 3))
Serial Number | Hostname |System-IP| WAN-Interface_GEO1 Default-GW-1 Default-GW-2
101010101 branch-1 1.1.1.1 XXX XXX XXX XXX XOXXXXXK. 111 XXKXXXXXXK.2 T
202020202 branch-2 1.1.1.2 XXX XXX XXX XXX XXXXKKXKXK. 112 XXX XXX XXX.22
3030330303 | branch-3 1113 XXX XXX XXX XXX XXXXXXXXX. 113 XXXXXX.XXX.23
404040404 branch-4 1.1.14 XXX XXX XXX XXX XXXXXXXX. 114 XXXXXX.XXX.24
505050505 branch-5 1.1.15 XXX XK XXX XXX OKXXXXXK. 115 XXX XXX XXX.25
606060606 branch-6 11.1.6 XXX XXX XXX XXX XXXXXXK. 116 XXXXXXXXX.26

Configuration A&
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Viptela Solution
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Secure Control plane / Data plane

ztp.viptela.com Cloud Control Set

vBond vManage

vBond @ vSmart

Ot control plane (DTLS)

Netconf

OMP = routes, policy, keys
Netconf = config, stats, SNMP

ot data plane (IPSec)
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vSmart (Controller)

vEdge (Router)

NAT / Firewall

IP
(20)

— Outer IP header
UDP for NAT traversal

Encryption

Segmentation
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Zero Touch Provisioning (Secure Site Bring-up)
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End to End Security
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End-to-End Security
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Secure End-to-End WAN Segmentation
SZ 02 At

® \WAN Segmentation =& »

® =T UtHl (YME Z2t0lX WAN

O viptela

[Case-1] ISPJI HIZ25dl= AMHIA

« ISPOIEt DS EE 22 oA,
v Extra VPN =4
v Extra VRF #+4
v Extra MP-BGP 24

\ =< dl Z2 =2Ad / App JIEF OtE

1 240| & End-to—End VLAN CIXt€!

v Router—-by—Router J|Bto =2

v 2= HopOl “ACL/Routing” & &




Secure WAN Segmentation
Viptela Segmentation S &

Site 3

192.168.3.0/24 192.168.4.0/24
VPN 10 VPN 20
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Multicast over Unicast Core
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Flexible Secure Tunneling
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Dashboard & Monitoring

\" Vipte|a Vl\/]ﬂﬂﬂg(‘ = = [Z@ ® vm12511 admin «
Dashboard Dashboard
Monitor X
@ 201 461 60081 g 81 il 31 Reboot 7 © Warning 0
vSmart - 20 vEdge - 6054 u vBond - 8 vManage - 3 Last 24 hrs % Invalid 0
Configuration
. Control Status (Total 6069) Site Health View (Total 6054) Transport Interface Distribution
Control Up 5858 <10 Mbps 31602
Maintenance 58641 471 . »
i i 10 Mbps - 100 Mbps
—— Sites Up Sites Down p p 50
Administration 100 Mbps - 500 Mbps 10
Control Down 47 11 1421 > 500 Mb
s Nodes/TLOCs Down Tunnels Down P> 0
vEdge Inventory vEdge Health (Total 6009) Transport Health Type: Byloss * 7T X
Total 6054
Authorized 6054 5354 655 0 2
Deployed 6054
0% . Aw
Staging 0 Normal Warning Error
Top Applications V¥ & Application-Aware Routing Type: Byloss & X
@ Tunnel Endpoints Avg. Latency (ms) Avg. Loss (%) Avg. Jitter (ms)
s
':—; I 172.16.241.37:private1-172.16.248.55:priv... 0 100 0
(s}
= . l . . . = 172.16.242.107:private1-172.16.248.55:pri... 0 100 0
Application
172.16.242.141:private1-172.16.248.55:pri... 0 100 0
172.16.242.152:private1-172.16.248.55:pri... 0 100 0

30
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Template
Based Configuration

System

VPN

Interface

Routing

Security

Management

vSmart
Controller
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& M Running Config=&
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Remote Office 1
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Remote Office 2

vEdge1000

Remote Office 100

vEdge1000
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SD-WAN 2 AH=E
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Router

&

Router
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Router

C] Secure Virtual Fabric Cm Secure Tunnel
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ISl AEHE &0l & £ UL HAH/EHO0H/0/= 0l CHer 2
2l ot Jts&LICh.
1/10Gb 2 &bl
4712 HOIEHEEH/NX S &bl

vamart Controller vEdge 2000
Cloud J|8tel SD-WANZHEEHZ AN LHHIOIHIER

a9 cteE 83 2o A0S el 2152
dolote FHHe s sdote IEHEOILH

= S 1Gb = &4l
vEdge 1000 Edge/AR2 HIOIEMEH 2

vEdge Router A
2IRE QIIA, BaH%| QI A, 46‘“
=0 0l A0 et S }EOJ%&% JHIJ—O*LI

Ct.

100Mb= Edge&t|
LTE/Wi-Fi X &

vEdge 100

AWS/VMWare/KVM X &

vEdge Cloud
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vEdge—-100b (D=2 &) vEdge—1000 vEdge—2000
CtRE WAN 22t 2535 s
(AES 256) 100 Mbps 1 Gbps 10 Gbps
HW 253t Jt=D] (IPSec) O (EHTH) O (EHIH) O (EH7H)
TPM E0 & (IS A 2B2) O (EHMH) O (EH M) O (M)
4 x 1Gbps SFP
Network Interface 5 x 10/100/1000 RJ45 8 x 1Gbps SFP (RJ—45) 2PIMsX =4
-2 x 10 Gbps SFP
-8x 1 Gbps SFP

vEdge—100m vEdge—100w?2 vEdge—100mw vEdge—-100m?2
o b 53 Ms
aESE;gXS?N T B2 100 Mbps 100 Mbps 100 Mbps 100 Mbps
HW 253 Jt29] (IPSec) O (ETH) O (ETH) O (ETH) O (ETH)
TPM S0t & (A=A 22 O (ETH) O (ETH) O (ETH) O (ETH)

Network Interface

5x10/100/1000

5x10/100/1000

5x10/100/1000

5x10/100/1000

LTE

Single LTE (SIM 2|&})

Single LTE (SIM 2|&})

Dual LTE (SIM J|EH)

Wi-Fi (AP JIS)

Dual concurrent Wi—Fi

Single Wi—Fi

37
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« XH|E, DfHZE Transport 8 &
« XI5 3| Load-Balancing (IPSec)

E Ot Overlay Network T4

AHE-AE Segmentation
o2 7t IPSec 253}
ZH| XA 215 % ok Aot
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« AX| SD-WAN L2 Abg|
v 7|Z& :2 MPLS (Hub & Spoke)
v  ®HZ4: 2 Broadband (Full-Mesh)

« MPLS, 2IHUA™EM, xDSL, LTE
« 23t 1M 8l | pad-Balancing
« Last Resort A2l £

« Voice, Video = Full Mesh £ Fzt
- /M B 7|Ht App EfRE HE

(Packet Loss, Latency, Jitter, Path MTU)
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